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Dear Colleagues, 

In November 2009, an expert group of academics, regulators, practitioners, and policy-

makers gathered at the Stanford Center on Longevity to discuss the growing threat of 

fraud.  From this discussion arose both a renewed understanding of the urgency to address 

financial fraud, as well as a new partnership between the Center on Longevity and the 

FINRA Investor Education Foundation.   

In August 2011, the independent Research Center on the Prevention of Financial Fraud 

came to life.  One key goal of this partnership is to vitalize and catalyze interest in financial 

fraud prevention and detection, bridging innovative research to practical efforts.  It is this 

goal of interconnectedness that brought us to D.C. for our inaugural event.  For those of 

you who were able to join us, thank you for your contribution to creating such a 

resoundingly successful event.  The energy and engagement palpable at the event is a 

credit to each of our speakers, as well as to the active participation of the attendees.   

In this summary report you will find overviews, comments, and reflections organized by 

session and presentation (see Table of Contents).  We encourage you to view this report, as 

well as FraudResearchCenter.org, as ongoing resources moving forward. 

As Gerri Walsh, President of the FINRA Investor Education Foundation, stated in her closing 

remarks, “This is only the beginning.” 

Sincerely, 

 
Martha Deevy 

Director, Research Center on the Prevention of Financial Fraud 

Introduction 
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http://fraudresearchcenter.org/


 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  
Opening Remarks 

Rick Ketchum, Chairman, FINRA Investor Education Foundation and  

Chairman & CEO, Financial Industry Regulatory Authority (FINRA) 
 

Keynote 

Mary Schapiro, Chairman of the U.S. Securities and Exchange Commission 
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Profiling – Who are the Fraudsters? 
 

Keynote 

Robert Cialdini, Ph.D., President of Influence at Work and  

Regents’ Professor Emeritus of Psychology and Marketing, Arizona State University 
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Profiling – Who are the Victims? 
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Prevention – Evidence-Based Programs that Work 
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Detection – Research & Strategies 
 

Keynote 

Neil MacBride, United States Attorney for the Eastern District of Virginia 
 

Session 5: 

Future of Fraud – Innovations in Fraud, Research, and Detection 
 

Keynote 

Maame Ewusi-Mensah Frimpong, Acting Deputy Assistant Attorney General, 

Consumer Protection Branch, Civil Division, United States Department of Justice 
 

Session 6: 

What’s Next – Fraud in an Aging Society 
 

Closing Remarks 

Geraldine Walsh, Vice President, Investor Education, FINRA and  

President, FINRA Investor Education Foundation 
 

Resources 

3 

4 

 

 

 

5 

 

6 

 

7 

 

 

 

8 

 

9 

 

10 

 

 

11 

 

12 

 

 

13 

 

 

14 

 

15 

 

 
16 

Table of Contents 



 

  

4 

Opening Remarks: 

Rick Ketchum 
Chairman, FINRA Investor 

Education Foundation and 

Chairman & CEO, FINRA 

 

Ketchum opened the conference by outlining the origins and goals of the center, then 

went on to talk about the FINRA Investor Education Foundation’s experience with and 

interest in financial fraud research. He explained how the FINRA Foundation has been 

using such research to mount an investor protection campaign to help investors learn to 

spot and avoid fraud—and pointed to the Research Center as “one element of that 

campaign.” He also discussed different programs and initiatives that FINRA has 

implemented from a regulatory perspective to heighten its focus on fraud detection. 

See Ketchum’s full remarks. 

“It's this kind of collaboration and thinking that can really make a 

difference in the war on financial fraud.” 

 

  “This conference marks the beginning of a unique and ongoing conversation.” 

 

http://www.finra.org/Newsroom/Speeches/Ketchum/P125039


 

  

“Many investors are just sophisticated enough to be excellent victims...”  
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 Keynote: 

Mary Schapiro 
Chairman of the Securities and 

Exchange Commission 

“100 million Americans are 

invested in the financial 

markets. The trillions of 

dollars they entrust to others 

make a tempting target.” 

 

 

The Securities and Exchange Commission (SEC) is a leader in the fight against investment 

fraud, contributing to financial education, policy protections, and a variety of detection 

and enforcement strategies.  Efforts such as the Division of Enforcement, the Office of 

Investor Education and Advocacy, and a range of other collaborations, situate the SEC at 

the center of investment fraud-fighting efforts.  

View full text of remarks. 

 

 

RESEARCH QUESTIONS: 

 Is there increased vulnerability to fraud in 

computer-mediated interactions? 

 How best can our society instill faith in the 

investment market structure? 

 What can be done to protect those most 

vulnerable to fraud? 

http://www.sec.gov/news/speech/2011/spch110311mls.htm
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Profiling— 

Who are the Fraudsters? 

 
 

SPEAKERS: 

 Aaron Seres, Federal Bureau of Investigations (FBI) Unit 

Chief, Financial Crimes/Economic Crimes Unit 

 Neal Shover, Ph.D., Professor Emeritus of Sociology, 

University of Tennessee 

 and Shanna Van Slyke, Ph.D., Assistant Professor of 

Criminal Justice, Utica College 

 

 

 

This session addressed what we currently know about fraudsters.  Understanding and 

identifying fraudsters is difficult for many reasons – not least because they have every 

reason to want to remain anonymous.   

Seres’ insights from the Financial and Economic Crimes Unit suggested a certain profile: 

likeable, personable, trustworthy people.  Using a network of true believers to ensnare 

more victims, fraudsters can gain huge sums while “flying under the radar of regulation.” 

Shover’s research also categorized fraudsters as either Phoenix or Virgin offenders 

according to whether they have previously been convicted of a crime.  Veteran offenders 

comprise 40% of all cases – they tend to get prosecuted, punished, then re-commit.  Virgin 

offenders, on the other hand, “look like you and me.”   

Both kinds of fraudsters generally refuse to acknowledge themselves as criminals.   

 

 

  “Fraud detection is like triage – it makes fraud a low risk, high reward business.”  
—Seres  

 



 

  

  

 

Keynote: 

Robert Cialdini 
President of INFLUENCE AT WORK 

and Regents’ Professor Emeritus of 

Psychology and Marketing,  

Arizona State University 
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Famous for his work on the “6 Principles of Persuasion,” Cialdini explains how these 
concepts can be applied to the understanding of – and fight against – financial fraud.  

 Scarcity – “People want more of those things they can have less of.”  Fraudsters may 

stress that an opportunity is only available for a short period of time, and highlight what 

victims will lose out on, should they fail to act quickly.  

 Consensus – If everyone else is doing it, it must be safe and/or profitable. 

 Commitment/Consistency – Even a very small investment can get people attached, or 

“psychologically invested,” in a ploy. 

 Reciprocity – Feigned generosity on the part of a fraudster can inspire a feeling of 

obligation in the victim. 

 Authority – By appealing to (or pretending to be) an authority figure, fraudsters are able 

to tap into people’s tendency to trust “the expert.” 

 Liking/Rapport –When fraudsters can get their victims to like them, victims are more 

likely to consent.  However, there is an even more powerful use of “liking” that good 

fraudsters – just like good sales people using persuasion ethically – can exploit: We tend 

to like people who like (or appear to like) us. When a potential victim believes that the 

fraudster truly likes him/her, the power of this principle is amplified. 

Persuasion — The Science of Influence 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

“Who are the victims of consumer fraud?  Anyone.” —Pak 

8 

 

Profiling— 

Who are the 

Victims? 
SPEAKERS: 

 Doug Shadel, Ph.D., Washington State 

Director, AARP 

 Karla Pak, Ph.D., Senior Program 

Specialist, AARP Washington State Office 

Protecting victims depends on identifying who they are.  While surveys demonstrate that 

anyone can be victimized, emerging research into psychological predictors may provide 

insight into what makes some people more likely to fall prey. 

One step in this research dissected the methods used in frauds and scams. Using the 

template of known persuasion tactics, researchers analyzed hours of undercover taped 

fraud calls and coded them by the type of persuasion tactic used in the ploy.  

Further research suggests six risk factors for victimization: 

1. Exposure to sales situations 

2. Interest in persuasive appeals 

3. Low self-control/Risk-taking 

4. Limited anticipation of loss 

5. Age (more victims are over 50), though  

   whether this is due to increased vulnerability or  

   increased targeting of older adults is debatable. 

6. Heightened emotional states 

RESEARCH QUESTIONS: 

 Can fMRI studies reveal neurological 

differences in how vulnerable 

consumers respond to persuasion? 

 Will profiles of fraud victims hold up 

in large sample studies? 

 How do victims vary across types of 

fraud? 

 What is the rate of under-reporting? 



 

  

“We need to teach investors to know they could be vulnerable, recognize 

persuasion techniques and take simple, highly protective steps.” —Walsh 
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Prevention— 

Evidence-based 

Programs that 

Work 
SPEAKERS: 

 Melodye Kleinman, Executive Director of 

the National Telemarketing Victim Call 

Center 

 Geraldine Walsh, Vice President, Investor 

Education, FINRA and President,  

FINRA Investor Education Foundation 

In addition to expanding our understanding of fraud, fraud-related research also helps us understand 

our own fraud-fighting efforts by answering these questions: What works? What doesn’t? Why? 

Kleinman discussed the National Telemarketing Victim Call Center’s (NTVCC) part in an AARP 

Foundation-coordinated network that uses volunteer callers to warn vulnerable consumers about 

fraud and counsel them on how to avoid it. NTVCC and the network refined their call scripts through 

a series of studies on intervention effectiveness. Working in collaboration with Stanford, the team 

found positive evidence linking receipt of a counseling call with reduced responsiveness to a fraud 

pitch. 

Walsh shared similar findings for the FINRA Investor Education Foundation’s investor protection 

campaign. She called attention to Organisation for Economic Co-operation and Development (OECD) 

research that suggests generic, proactive, long-term and skills-based messages are important 

elements of successful public awareness campaigns. Further, she described the Foundation’s 

“Outsmarting Investment Fraud” curriculum, which is based on this model. In addition, field tests 

demonstrated an increase in resistance to a fraud pitch for those attending a presentation of the 

curriculum, even when measured after a two-week delay. (View the joint presentation.) 

http://fraudresearchcenter.org/wp-content/uploads/2011/11/RCPFF_Prevention_Walsh-Kleinman_11.03.11.pdf
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Detection— 

Research & Strategies 
 

 

SPEAKERS: 

 Joe Brazel, Ph.D., Associate Professor of 

Accounting, North Carolina State 

University 

 Cameron Funkhouser, Executive Vice 

President, Office of Fraud Detection and 

Market Intelligence, FINRA 

In this session, two speakers shared some of the latest research innovations and practical 

strategies in the world of fraud detection. These detection efforts run in divergent directions, 

demonstrating the strength of fraud-detection developed both inside and outside the lab. 

Brazel described an innovative and new accounting fraud-detection tool, which is in the final 

stages of development and will be available online in the near future. It makes use of both 

financial and non-financial disclosures in SEC 10K filings to reveal red flags that may indicate 

corporate fraud. (View Professor Brazel’s presentation slides.) 

Funkhouser outlined the creation of FINRA’s Office of Fraud Detection and Market Intelligence 

(OFDMI). He went on to explain OFDMI’s tip-taking strategy and discussed some recent cases. A 

particularly innovative element of OFDMI is the Office of the Whistleblower and its deliberate 

lack of publicity, which, according to Funkhouser, makes it much more likely to attract credible 

whistleblowers with genuine tips, while avoiding the large body of casual—and potentially less 

helpful—“tipsters.” 

“If you build it, they will come.” —Funkhouser 

http://fraudresearchcenter.org/wp-content/uploads/2011/11/RCPFF_Detection_Brazel_11.03.11.pdf


 

   Keynote: 

 Neil MacBride 
     United States Attorney for the  

     Eastern District of Virginia 
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“White collar crime is done with premeditation.” 

 

 

U.S. Attorney MacBride outlined the evolving efforts of the Department of Justice to 

rigorously enforce financial laws.  Since fraudsters defraud with the understanding that 

the potential benefits of their actions outweigh the likely costs, steps such as increasing 

the punishment for convicted fraudsters seek to shift that calculation and discourage 

fraud attempts. 

While the Attorney General’s office works hard to stop schemes before they grow into 

major frauds, MacBride reiterated that cooperation, both domestically and 

internationally, is critical to effectively track down and prosecute fraud. 

View full text of remarks. 

http://fraudresearchcenter.org/wp-content/uploads/2011/08/MacBride-Prepared-Remarks-for-Stanford-FINRA-Conf.110411.pdf
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Future of Fraud— 

Innovations in 

Fraud, Prevention, 

& Detection 
SPEAKERS: 

 Charles Harwood, Deputy Director, Bureau of Consumer Protection at the  

Federal Trade Commission 

 Henry Pontell, Ph.D., Professor of Criminology, Law & Society, and Sociology,  

University of California, Irvine   

This session sought to learn from two prominent figures in research and combating fraud 

to better understand where fraud is heading next, and what efforts might best combat it. 

Harwood outlined trends in consumer fraud.  Amidst the financial uncertainty following 

economic crises, schemes such as lotteries, work-at-home, and precious metal investments 

are increasingly attracted.  With more consumers facing serious debt, schemes increasingly 

emerge providing phony loan modification, debt relief, credit repair, and lending.   

Additionally, while consumers are increasingly internet savvy, schemes and phishing are also 

becoming more sophisticated, posing as debt collectors, free gifts, and other imposters. 

Pontell provided a cautionary perspective on the growth potential of corporate fraud, 

remarking, “Corporate fraud is here to stay and more than that, to flourish.”  It can “extend, 

and hyper-inflate, financial bubbles that eventually result in systemic crises.” 

Additionally, “*a+ccording to recent FBI statistics, the average armed bank robbery nets 

$3,177,” said Pontell, while “the average computer crime loss may be as high as $500,000.” 

(View full text of Professor Pontell’s remarks.) 

http://fraudresearchcenter.org/wp-content/uploads/2011/08/Pontell_talk_draft_new.docx


 

  

 

Keynote: 

Maame Ewusi- 
Mensah Frimpong 
Acting Deputy Assistant Attorney 

General, Consumer Protection Branch, 

Civil Division, U.S. Department of Justice 
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Attorney General Eric Holder early in 2011 identified fraud as one of the Department of 

Justice’s top four priorities, even in this period of declining resources.  When personal 

financial resources are less easily replenished, the security of those resources is even more 

pivotal.   

Financial fraud, as a crime of opportunity, is fought by means of increased enforcement, 

early detection, and public education. Collaboration helps make this possible, which the 

department advances in part through dedicated task forces, connecting different agencies 

and local law enforcement communities. 

Frimpong emphasized that further research is still needed, however, to enhance our 

understanding and combative efforts against fraud.  In this way the Center can be 

particularly helpful – research that identifies patterns and trends in fraud helps focus 

fraud-fighting efforts. 

The mission to fight fraud is urgent.  We 

need to stay ahead of the trends.  The 

Research Center will help get us there. 

View full text of remarks. 

RESEARCH QUESTIONS: 

 What are areas of increasing vulnerability? 

 What motivates fraudsters? 

 How can we get a better handle on the size 

of the problem? 

 Can we measure the impact of financial 

fraud? 

http://fraudresearchcenter.org/wp-content/uploads/2011/08/M-Frimpong-remarks_fraud-center-conference.doc


 

 

  

“There is nothing in our evolutionary heritage that urges us to think ahead.  

When developing consumer protections, we need to account for that.” 

—Carstensen 
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What’s Next— 

Fraud in an Aging 

Society 
SPEAKERS: 

 Laura Carstensen, Ph.D., Farleigh S. 

Dickinson Professor of Public Policy & 

Professor of Psychology, Stanford University, 

Founding Director of the Stanford Center on 

Longevity 

 Debra Whitman, Ph.D., Majority Staff 

Director, Senate Special Committee on Aging 

Older adults may or may not be more vulnerable to fraud, but there is no doubt that their 

savings are less easily replenished. 

Twenty years from now, there will be more people 65 or older than under 15, putting the 

savings of a huge portion of our population – and trillions of dollars – at risk. 

The Stanford Center on Longevity and the Senate Special Committee on Aging are both 

dedicated to safeguarding the quality of long lives.  In order to ensure our nation’s financial 

security, we must first understand, and then address, the vulnerabilities of this growing 

population. 

This session provided both a background on the significance of aging, and discussed the 

challenges – political, social and financial – of protective legislative options. While there are 

no clear-cut answers, with creativity and cooperation (such as has been demonstrated 

here) we may find unexpected and innovative solutions. 
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Closing Remarks: 

Geraldine Walsh 
Vice President, Investor Education, FINRA and 

President, FINRA Investor Education Foundation 

Walsh summarized and closed the event, pointing to specific goals of the Fraud Research 

Center and how it is working to advance them. 

She reiterated that the conference was about building bridges—connecting those who are 

dedicated to fighting fraud both in research and in practice—and bringing attention to the 

field of financial fraud as a whole. Through this meeting, the Center intended to clarify what 

is being done and what challenges we still face. From understanding both fraudsters and 

victims, to advancing prevention and detection methods, much work lies before us.   

Walsh also pointed to those in the audience who directly support work to combat financial 

fraud, and encouraged them to consider the insights gained at the conference as they move 

forward in their own funding efforts. 

This event is just the beginning of the Research Center on the Prevention of Financial Fraud’s 

mission. The website, FraudResearchCenter.org, will continue to grow as a practical resource 

for both researchers and fraud-fighting professionals. 

 “This is only the beginning.” —Walsh 



 

 

 

 

Resources 

      For information on this conference, other events, financial fraud, or the Fraud Research Center, visit: 

FraudResearchCenter.org    
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Research Center on the Prevention of Financial Fraud 

Landau Building 

579 Serra Mall 

Stanford, CA 94305-6053 

 

Director 

Martha Deevy 

mdeevy@stanford.edu 

 

Research Assistant 

Shoshana Lucich 

sjlucich@stanford.edu 

650.721.4623 

http://fraudresearchcenter.org/

